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Secure information flow analysis
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Security property for concurrent programs

Observational determinism
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Challenges of existing definitions of observational determinism

Scheduler-independent                     Imprecise
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Verifying observational determinism

Type systems               Logics                  Algorithmic verification
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Challenges of OD verification methods

Restrictive                   Not extensible

Non-automated                Not scalable
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Proposing an approach for analyzing

secure information flow of concurrent programs
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• Formally modeling concurrent programs         

by Markov processes and probabilistic schedulers

• A formal definition of observational determinism 

• Algorithms to verify observational determinism

• An automated tool PRISM-Leak
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Case 1:
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2

31/63

Background

Secure Information Flow Analysis Using the PRISM Model Checker



Dining cryptographers protocol

Case 2:

insecure
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Observational determinism

Zdancewic and Myers, 2003

Verification by type systems

Related work
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Observational determinism

• Huisman and Blondeel, 2012                     

• Karimpour et al., 2015

• Dabaghchian and Azgomi, 2015

Logic-based and algorithmic model checking
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Ngo et al., 2014

Algorithmic verification
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Observational determinism

Snelting et al., 2015-2019

JOANA tool: LSOD, RLSOD, iRLSOD

Program dependence graph
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Information leakage tools:

• LeakWatch: Chothia et al., 2014

• QUAL: Biondi et al., 2015

• HyLeak: Biondi et al., 2017
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The proposed approach

1. Specifying observational determinism

2. Verifying observational determinism
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Specifying observational determinism
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Time complexity of Algorithm 1
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The proposed approach

Time complexity of Algorithm 2
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A qualitative approach

Formal                       Fully-automatic                        

Scalable                                 High precision
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1. Symbolic model checking for verifying OD

2. OD checking of non-terminating programs

3. Estimating leakage by statistical methods

Future work

59/63
Secure Information Flow Analysis Using the PRISM Model Checker



References

60/63
Secure Information Flow Analysis Using the PRISM Model Checker



References

61/63
Secure Information Flow Analysis Using the PRISM Model Checker



References

62/63
Secure Information Flow Analysis Using the PRISM Model Checker



Thanks for you attention.

63/63
Secure Information Flow Analysis Using the PRISM Model Checker


